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CVE CVE-2021-36690
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-24 14:15:00 UTC
Updated 2023-11-07 03:36:00 UTC
Description ** DISPUTED ** A segmentation fault can occur in the sqlite3.exe command-line component of SQLite 3.36.0 via the idxGe
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Apple Iphone Os All All All All
Operating System Apple Macos All All All All
Operating System Apple Macos13.0 All All All All
Operating System Apple Macos13.0 11.7 All All All
Operating System Apple Mac Os X 10.12.6 All All All
Operating System Apple Tvos All All All All
Operating System Apple Watchos All All All All
Application Oracle Zfs Storage Appliance Kit 8.8 All All All
Application Sqlite Sqlite 3.36.0 All All All
References
Reference Source Link

Full Disclosure: APPLE-SA-2022-10-27-5 Additional information for APPLE-SA-2022-10-24-2 macOS Ventura 13 FULLDISC seclists.org

Oracle Critical Patch Update Advisory - January 2022 N/A www.oracle.
Full Disclosure: APPLE-SA-2022-10-27-13 watchOS 9 FULLDISC seclists.org
About the security content of macOS Ventura 13 - Apple Support CONFIRM  support.appl

About the security content of watchOS 9 - Apple Support CONFIRM  support.appl
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http://seclists.org/fulldisclosure/2022/Oct/41
https://www.oracle.com/security-alerts/cpujan2022.html
http://seclists.org/fulldisclosure/2022/Oct/49
https://support.apple.com/kb/HT213488
https://support.apple.com/kb/HT213486

SQLite Home Page

About the security content of iOS 16 - Apple Support

About the security content of tvOS 16 - Apple Support

SQLite Forum: Segmentation fault in idxGetTablelnfo

Full Disclosure: APPLE-SA-2022-10-27-3 Additional information for APPLE-SA-2022-09-12-1 iOS 16
Full Disclosure: APPLE-SA-2022-10-24-2 macOS Ventura 13

Full Disclosure: APPLE-SA-2022-10-27-11 tvOS 16
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

183086 Debian Security Update for sqlite3 (CVE-2021-36690)

198773 Ubuntu Security Notification for SQLite Vulnerability (USN-5403-1)

296065 Oracle Solaris 11.4 Support Repository Update (SRU) 39.107.1 Missing (CPUOCT2021)

610446 Apple iOS 16 Security Update Missing

670817 EulerOS Security Update for sqglite (EulerOS-SA-2021-2697)

670825 EulerOS Security Update for sqglite (EulerOS-SA-2021-2722)

670985 EulerOS Security Update for sqglite (EulerOS-SA-2021-2644)

752602 SUSE Enterprise Linux Security Update for sqlite3 (SUSE-SU-2022:3307-1)

752612 SUSE Enterprise Linux Security Update for sqlite3 (SUSE-SU-2022:3401-1)

752755 SUSE Enterprise Linux Security Update for sqlite3 (SUSE-SU-2022:3307-2)

901961 Common Base Linux Mariner (CBL-Mariner) Security Update for sqlite (8484-1)

© CVE.report 2026 |

591406 Siemens SIMATIC S7-1500 CPU GNU/Linux subsystem Multiple Vulnerabilities (SSB-439005, ICSA-22-104-13)

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to

this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,

completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.
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