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Summary

CVE CVE-2021-36711

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-16 17:15:00 UTC

Updated 2022-07-22 14:30:00 UTC

Description WebInterface in OctoBot before 0.4.4 allows remote code execution because Tentacles upload is mishandled.

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Octobot Octobot All All All All

References

Reference

OctoBot WebInterface 0.4.3 Remote Code Execution ≈ Packet Storm

OctoBot: Free open source trading robot

Sashimi Evil OctoBot Tentacle ≈ Packet Storm

Critical vulnerability discover (RCE) · Issue #1966 · Drakkar-Software/OctoBot · GitHub

GitHub - Nwqda/Sashimi-Evil-OctoBot-Tentacle: Script PoC that exploits the Tentacles upload functionality of OctoBot trading bot and which leads to a remote code execution (RCE). CVE-2021-36711

OctoBot/CHANGELOG.md at master · Drakkar-Software/OctoBot · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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