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Summary

CVE CVE-2021-36721

State PUBLIC

Assigner cna@cyber.gov.il

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-14 14:15:00 UTC

Updated 2022-07-12 17:42:00 UTC

Description Sysaid API User Enumeration - Attacker sending requests to specific api path without any authorization before 21.3.60 version could get users names from the LDAP server.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sysaid Application Programming Interface All All All All

References

Reference Source Link Tags

Attention Required! | Cloudflare CERT www.gov.il

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Dudu Moyal - Softix

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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