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Summary

CVE CVE-2021-3674

State PUBLIC

Assigner patrick@puiterwijk.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-24 20:15:00 UTC

Updated 2023-03-29 12:51:00 UTC

Description A flaw was found in rizin. The create_section_from_phdr function allocates space for ELF section data by processing the headers. Crafted values in the headers can cause out of bounds reads, which can lead to memory corruption and possibly code execution through the binary object's callback function.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rizin Rizin All All All All

References

Reference Source Link Tags

Fix memory corruption in create_section_from_phdr by 08A · Pull Request #1313 · rizinorg/rizin · GitHub MISC github.com

report.txt · GitHub MISC gist.github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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