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Summary

CVE CVE-2021-36804

State PUBLIC

Assigner cve@rapid7.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-04 23:15:00 UTC

Updated 2021-08-13 13:30:00 UTC

Description Akaunting version 2.1.12 and earlier suffers from a password reset spoofing vulnerability, wherein an attacker can proxy password reset requests through a running Akaunting instance, if that attacker knows the target's e-mail address. This issue was fixed in version 2.1.13 of the product. Please note that this issue is ultimately caused by the defaults provided by the Laravel framework, specifically how proxy headers are handled with respect to multi-tenant implementations. In other words, while this is not technically a vulnerability in Laravel, this default configuration is very likely to lead to practically identical identical vulnerabilities in Laravel projects that implement multi-tenant applications.

Risk And Classification

Problem Types: CWE-640

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Akaunting Akaunting All All All All

References

Reference Source

Host Injection Analyzer | Enlightn MISC

[8.x] Uncomment TrustHosts middleware to enable it by default by DanielCoulbourne · Pull Request #5477 · laravel/laravel · GitHub MISC

Multiple Open Source Web App Vulnerabilities Fixed | Rapid7 Blog MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Discovery Credit

LEGACY: Wiktor Sędkowski of Nokia and Trevor Christiansen of Rapid7 discovered and
reported this issue through Rapid7's vulnerability disclosure program.

There are currently no legacy QID mappings associated with this CVE.
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