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Summary

CVE CVE-2021-36832

State PUBLIC

Assigner audit@patchstack.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-19 15:15:00 UTC

Updated 2024-01-10 17:19:00 UTC

Description WordPress Popups, Welcome Bar, Optins and Lead Generation Plugin – Icegram (versions <= 2.0.2) vulnerable at "Headline" (&message_data[16][headline]) input.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Icegram Icegram All All All All

Application Icegram Icegram Engage All All All All

References

Reference Source Link

Popups, Welcome Bar, Optins and Lead Generation Plugin – Icegram – WordPress plugin | WordPress.org CONFIRM wordpress.org

WordPress Icegram plugin <= 2.0.2 - Authenticated Stored Cross-Site Scripting (XSS) vulnerability - Patchstack MISC patchstack.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: Original researcher - Asif Nawaz Minhas (Patchstack Red Team)

There are currently no legacy QID mappings associated with this CVE.
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