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Certain versions of Debian Linux from Debian contain the following
vulnerability:

A use-after-free vulnerability was found in usbredir in versions prior to
0.11.0 in the usbredirparser_serialize() in
usbredirparser/usbredirparser.c. This issue occurs when serializing
large amounts of buffered write data in the case of a slow or blocked
destination.
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CVE References

Description Tags Link

1992830 – (CVE-2021-3700) CVE-2021-3700 usbredir: use-after-free in
usbredirparser_serialize() in usbredirparser/usbredirparser.c

bugzilla.redhat.com

text/html

 MISC
bugzilla.redhat.com/show_bug.cgi?
id=1992830

CVE-2021-3700 has been assigned by  secalert@redhat.com to track the vulnerability - currently rated as MEDIUM  severity.
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[SECURITY] [DLA 2958-1] usbredir security update lists.debian.org

text/html

 MLIST [debian-lts-announce]
20220320 [SECURITY] [DLA 2958-1]
usbredir security update

Avoid use-after-free in serialization (03c519ff) · Commits · spice /
usbredir · GitLab

gitlab.freedesktop.org

text/html

 MISC
gitlab.freedesktop.org/spice/usbredir/-
/commit/03c519ff5831ba

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

179139 Debian Security Update for usbredir (DLA 2958-1)

182880 Debian Security Update for usbredir (CVE-2021-3700)

199081 Ubuntu Security Notification for usbredir Vulnerability (USN-5784-1)

502393 Alpine Linux Security Update for usbredir

670826 EulerOS Security Update for usbredir (EulerOS-SA-2021-2702)

670838 EulerOS Security Update for usbredir (EulerOS-SA-2021-2727)

670888 EulerOS Security Update for usbredir (EulerOS-SA-2021-2702)

670955 EulerOS Security Update for usbredir (EulerOS-SA-2021-2621)

670987 EulerOS Security Update for usbredir (EulerOS-SA-2021-2648)

671040 EulerOS Security Update for usbredir (EulerOS-SA-2021-2677)

901233 Common Base Linux Mariner (CBL-Mariner) Security Update for usbredir (8824)

902297 Common Base Linux Mariner (CBL-Mariner) Security Update for usbredir (8824-1)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Debian Debian Linux 9.0 All All All

Operating
System

Fedoraproject Fedora 34 All All All

Operating
System

Redhat Enterprise Linux 6.0 All All All

Operating
System

Redhat Enterprise Linux 7.0 All All All

Operating
System

Redhat Enterprise Linux 8.0 All All All

Application Spice-space Usbredir All All All All
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No vendor comments have been submitted for this CVE
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