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Summary

CVE CVE-2021-3707

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-16 05:15:00 UTC

Updated 2023-11-07 03:38:00 UTC

Description D-Link router DSL-2750U with firmware vME1.16 or prior versions is vulnerable to unauthorized configuration modification. An unauthenticated attacker on the local network may exploit this, with CVE-2021-3708, to execute any OS commands on the vulnerable device.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware D-link Dsl-2750u - All All All

Operating System D-link Dsl-2750u Firmware All All All All

Hardware Dlink Dsl-2750u - All All All

Operating System Dlink Dsl-2750u Firmware All All All All

References

Reference Source Link Tags

firmware-analysis/README.md at main · HadiMed/firmware-analysis · GitHub MISC github.com

firmware-analysis/README.md at main · HadiMed/firmware-analysis · GitHub github.com

D-Link Technical Support CONFIRM supportannouncement.us.dlink.com

JVNVU#92088210: Multiple vulnerabilities in D-Link router DSL-2750U JVN jvn.jp

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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