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Certain versions of Hmi-3 Control Panel from Swisslog-healthcare
contain the following vulnerability:

A buffer overflow issue was discovered in HMI3 Control Panel in
Swisslog Healthcare Nexus Panel operated by released versions of
software before Nexus Software 7.2.5.7. If an attacker sends a
malformed UDP message, a buffer underflow occurs, leading to an out-
of-bounds copy and possible remote code execution.

CVE-2021-37162 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: 9.8- CRITICAL

Attack
Vector

NETWORK

Scope

Access
Vector

NETWORK

Confidentiality
Impact

CVE Referen

CVSS2 Score: 7.5-HIGH

ces

Attack Privileges User
Complexity Required Interaction
Low [ NONE | [F=E]
Confidentiality Integrity Availability
Impact Impact Impact

Access Authentication
Complexity

Low [ NONE |
Integrity Availability
Impact Impact

Description

Tags

Link

www.swisslog-healthcare.com MISC www.swisslog-healthcare.com/-/media/swisslog-healthcare/documents/customer-

application/pdf

service/armis-documents/cve-2021-37162-bulletin---overflow-in-sccprocessmsg.pdf?
rev=55a2a1d76199435688a8479970fc54bf&hash=4FDAB2FO0EB319F0B773500669D67F3AD


https://cve.report/
https://cve.report/CVE-2021-37162/mitre
https://cve.report/CVE-2021-37162/nist
https://cve.report/CVE-2021-37162/cve_org
https://cve.report/CVE-2021-37162.pdf
http://cve.report/software/swisslog-healthcare/hmi-3_control_panel
http://cve.report/vendor/swisslog-healthcare
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://cve.report/CVE-2021-37162/e36132a5

Page could 5] MISC www.swisslog-healthcare.com/en-us/customer-care/security-information/cve-
not be found - disclosures#:~:text=CVE%20Disclosures%20%20%20%20Vulnerability%20Name%20,%20%2

Swisslog 2021-37164%20%204%20more%20rows %20
Healthcare

Medication www.swisslog-healthcare.com MISC www.swisslog-healthcare.com
Management: [FEETT

Transport,
Software &
Automation -
Swisslog
Healthcare

Page Not | www.armis.com | A MISC www.armis.com/PwnedPiper
Found -

Armis

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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Related QID Numbers

590499 Swisslog Healthcare Translogic Pneumatic Tube Systems Multiple Vulnerabilities (ICSMA-21-215-01)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware & 4 Swisslog-healthcare Hmi-3 Control Panel - All All All
Operating Swisslog-healthcare Hmi-3 Control Panel Firmware All All All All
System

No vendor comments have been submitted for this CVE
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