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Summary

CVE CVE-2021-37391

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-10 20:15:00 UTC

Updated 2021-08-19 17:05:00 UTC

Description A user without privileges in Chamilo LMS 1.11.14 can send an invitation message to another user, e.g., the administrator, through main/social/search.php, main/inc/lib/social.lib.php and steal cookies or execute arbitrary code on the administration side via a stored XSS vulnerability via social network the send invitation feature.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Chamilo Chamilo Lms All All All All

References

Reference Source Link

Security: Add script tags filter for users invitations in social network · chamilo/chamilo-lms@de43a77 · GitHub MISC github.com

Chamilo-lms-1.11.x - From XSS to account takeover && backdoor implantation - Red Teaming and Malware Analysis MISC gitbook.seguranca-informatica.pt

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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