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CVE CVE-2021-3749

State PUBLIC

Assigner security@huntr.dev

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-31 11:15:00 UTC

Updated 2023-11-07 03:38:00 UTC

Description axios is vulnerable to Inefficient Regular Expression Complexity

Risk And Classification

Problem Types: CWE-1333

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Axios Axios All All All All
Application Oracle Goldengate All All All All
Application Siemens Sinec Ins All All All All
Application Siemens Sinec Ins 1.0 - All All
Application Siemens Sinec Ins 1.0 spf All All
Reference

[druid-commits] 20211009 [GitHub] [druid] jihoonson closed pull request #11786: Fix CVE-2021-3749 reported in security vulnerabilities job
[druid-commits] 20211008 [GitHub] [druid] jihoonson commented on pull request #11786: Fix CVE-2021-3749 reported in security vulnerabilitic
[druid-commits] 20211009 [GitHub] [druid] andreacyc commented on pull request #11786: Fix CVE-2021-3749 reported in security vulnerabilit
Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

[druid-dev] 20211009 [CRON] Passed: apache/druid#33528 (master - adb2237)

[druid-commits] 20211009 [GitHub] [druid] jihoonson merged pull request #11786: Fix CVE-2021-3749 reported in security vulnerabilities job
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[druid-commits] 20211008 [GitHub] [druid] andreacyc closed pull request #11786: Fix CVE-2021-3749 reported in security vulnerabilities job
[druid-commits] 20211009 [GitHub] [druid] jihoonson commented on pull request #11786: Fix CVE-2021-3749 reported in security vulnerabilitic
huntr: Inefficient Regular Expression Complexity JavaScript Vulnerability in axios

Pony Mail!

Security fix for ReDoS (#3980) - axios/axios@5b45711 - GitHub

Pony Mail!

Pony Mail!

[druid-commits] 20211009 [druid] branch master updated: Fix CVE-2021-3749 reported in security vulnerabilities job (#11786)

Pony Mail!

[druid-commits] 20211009 [GitHub] [druid] andreacyc opened a new pull request #11786: Fix CVE-2021-3749 reported in security vulnerabilitit
Pony Mail!

Pony Mail!

[druid-commits] 20211008 [GitHub] [druid] andreacyc opened a new pull request #11786: Fix CVE-2021-3749 reported in security vulnerabilitic
Oracle Critical Patch Update Advisory - July 2022

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

179941 Debian Security Update for node-axios (CVE-2021-3749)

980457 Nodejs (npm) Security Update for axios (GHSA-cph5-m8f7-6¢5x)
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