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Summary

CVE CVE-2021-3750

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-02 19:15:00 UTC

Updated 2023-02-12 23:42:00 UTC

Description A DMA reentrancy issue was found in the USB EHCI controller emulation of QEMU. EHCI does not verify if the Buffer Pointer overlaps with its MMIO region when it transfers the USB packets. Crafted content may be written to the controller's registers and trigger undesirable actions (such as reset) while the device is still transferring packets. This can ultimately lead to a use-after-free issue. A malicious guest could use this flaw to crash the QEMU process on the host, resulting in a denial of service condition, or potentially execute arbitrary code within the context of the QEMU process on the host. This flaw affects QEMU versions before 7.0.0.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Qemu Qemu All All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

References

Reference Source Link

CVE-2021-3750 QEMU Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com

Fix DMA MMIO reentrancy issues (#556) · Issues · QEMU / QEMU · GitLab MISC gitlab.com

1999073 – (CVE-2021-3750) CVE-2021-3750 QEMU: hcd-ehci: DMA reentrancy issue leads to use-after-free MISC bugzilla.redhat.com

Heap-use-after-free through ehci_flush_qh (#541) · Issues · QEMU / QEMU · GitLab MISC gitlab.com

QEMU: Multiple Vulnerabilities (GLSA 202208-27) — Gentoo security GENTOO security.gentoo.org

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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160273 Oracle Enterprise Linux Security Update for qemu-kvm (ELSA-2022-7967)

161176 Oracle Enterprise Linux Security Update for virt:ol and virt-devel:rhel (ELSA-2023-6980)

161478 Oracle Enterprise Linux Security Update for virt:kvm_utils3 (ELSA-2024-12276)

183308 Debian Security Update for qemu (CVE-2021-3750)

199069 Ubuntu Security Notification for QEMU Vulnerabilities (USN-5772-1)

240913 Red Hat Update for qemu-kvm security (RHSA-2022:7967)

242430 Red Hat Update for virt:rhel and virt-devel:rhel security (RHSA-2023:6980)

242778 Red Hat Update for virt:rhel and virt-devel:rhel (RHSA-2024:0569)

242861 Red Hat Update for virt:rhel and virt-devel:rhel (RHSA-2024:0404)

379624 Alibaba Cloud Linux Security Update for virt:rhel and virt-devel:rhel (ALINUX3-SA-2024:0021)

710604 Gentoo Linux QEMU Multiple Vulnerabilities (GLSA 202208-27)

754898 SUSE Enterprise Linux Security Update for qemu (SUSE-SU-2023:3721-1)

754937 SUSE Enterprise Linux Security Update for qemu (SUSE-SU-2023:3800-1)

755084 SUSE Enterprise Linux Security Update for qemu (SUSE-SU-2023:4056-1)

901579 Common Base Linux Mariner (CBL-Mariner) Security Update for qemu-kvm (9707)

901933 Common Base Linux Mariner (CBL-Mariner) Security Update for qemu (9701)

902503 Common Base Linux Mariner (CBL-Mariner) Security Update for qemu-kvm (9707-1)

907029 Common Base Linux Mariner (CBL-Mariner) Security Update for qemu (9701-1)

940832 AlmaLinux Security Update for qemu-kvm (ALSA-2022:7967)

941431 AlmaLinux Security Update for virt:rhel and virt-devel:rhel (ALSA-2023:6980)

960500 Rocky Linux Security Update for qemu-kvm (RLSA-2022:7967)
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