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CVE CVE-2021-37578
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-29 07:15:00 UTC
Updated 2021-08-11 14:35:00 UTC
Description Apache jUDDI uses several classes related to Java's Remote Method Invocation (RMI) which (as an extension to UDDI) pr¢
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Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Juddi Al Al Al Al
Reference Source Link Tags

oss-security - [SECURITY] CVE-2021-37578 Apache jUDDI Remote code execution MLIST www.openwall.com

Pony Mail! CONFIRM lists.apache.org
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

L4 Ji»]

Vendor Comments And Credit

Discovery Credit
LEGACY: Reported by Artem Smotrakov

Legacy QID Mappings

730164 Apache JUDDI Remote Code Execution(RCE) Vulnerability

981380 Java (maven) Security Update for org.apache.juddi:juddi-core (GHSA-9hx8-2mrv-r674)
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