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CVE CVE-2021-37580
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-16 10:15:00 UTC
Updated 2021-11-17 20:17:00 UTC
Description A flaw was found in Apache ShenYu Admin. The incorrect use of JWT in ShenyuAdminBootstrap allows an attacker to bypz

/ |

1|

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Shenyu 2.3.0 All All All
Application Apache Shenyu 2.4.0 All All All
Reference Source Link Tags

oss-security - CVE-2021-37580: Apache ShenYu Admin bypass JWT authentication MLIST www.openwall.com

lists.apache.org/thread/o15j25qwipcw62k48xw1tnv48skh3zgb MISC lists.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
4] J 2+

Vendor Comments And Credit

Discovery Credit
LEGACY: This issue was reported by {f 1

Legacy QID Mappings

980097 Java (maven) Security Update for org.apache.shenyu:shenyu-admin (GHSA-vpfp-5gwg-g533)
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