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Summary

CVE CVE-2021-37604

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-05 16:15:00 UTC

Updated 2022-07-12 17:42:00 UTC

Description In version 6.5 of Microchip MiWi software and all previous versions including legacy products, there is a possibility of frame counters being validated/updated prior to the message authentication. With this vulnerability in place, an attacker may increment the incoming frame counter values by injecting messages with a sufficiently large frame counter value and invalid payload. This results in denial of service/valid packets in the network. There is also a possibility of a replay attack in the stack.

Risk And Classification

Problem Types: CWE-670

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microchip Miwi 6.5 All All All

References

Reference Source Link Tags

Advanced Software Framework (ASF) for SAM Devices | Microchip Technology MISC www.microchip.com

MiWi™ Protocol | Microchip Technology MISC www.microchip.com

www.microchip.com/product-change-notifications MISC www.microchip.com

ww1.microchip.com/downloads/en/DeviceDoc/asf-release-notes-3.50.0.100-readme.pdf MISC ww1.microchip.com

MiWi™ Software Vulnerability | Microchip Technology CONFIRM www.microchip.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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