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CVE CVE-2021-37624
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-25 16:15:00 UTC

Updated 2022-10-27 16:36:00 UTC

Description FreeSWITCH is a Software Defined Telecom Stack enabling the digital transformation from proprietary telecom switches to
1 I i

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Freeswitch Freeswitch All All All All
Reference

FreeSWITCH 1.10.6 Missing SIP MESSAGE Authentication ~ Packet Storm

FreeSWITCH does not authenticate SIP MESSAGE requests, leading to spam and message spoofing - Advisory - signalwire/freeswitch - GitH
oss-security - [ES2021-07] FreeSWITCH does not authenticate SIP MESSAGE requests, leading to spam and message spoofing

Full Disclosure: [ES2021-07] FreeSWITCH does not authenticate SIP MESSAGE requests, leading to spam and message spoofing

Release FreeSWITCH v1.10.7 Release - signalwire/freeswitch - GitHub

CVE Program record

NVD vulnerability detail

/

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501957 Alpine Linux Security Update for freeswitch

503928 Alpine Linux Security Update for freeswitch
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