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CVE CVE-2021-3763
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-23 16:15:00 UTC
Updated 2022-08-27 02:06:00 UTC
Description A flaw was found in the Red Hat AMQ Broker management console in version 7.8 where an existing user is able to access

/ |

1|

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Amq Broker 7.8.0 All All All
Application Redhat Amq Broker 7.8.1 All All All
Application Redhat Amq Broker 7.8.2 All All All

References |
Reference Source Link
Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.con
2000654 — (CVE-2021-3763) CVE-2021-3763 AMQ Broker 7: Incorrect privilege in Management Console MISC bugzilla.redhat.cor
[ENTMQBR-5372] User with a role not declared on RBAC, can access the console - Red Hat Issue Tracker MISC issues.redhat.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
q |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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