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ckeditor is an open source WYSIWYG HTML editor with rich content support. A potential vulnerability has been discovered
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Ckeditor Ckeditor All All All All
Debian Debian Linux 9.0 All All All
Fedoraproject Fedora 33 All All All
Fedoraproject Fedora 34 All All All
Fedoraproject Fedora 35 All All All
Oracle Application Express All All All All
Oracle Banking Party Management 2.7.0 All All All
Oracle Commerce Guided Search 11.3.2 All All All
Oracle Commerce Merchandising 11.3.2 All All All
Oracle Documaker 12.6.3 All All All
Oracle Documaker 12.6.4 All All All
Oracle Financial Services Analytical Applications Infrastructure 8.0.3 All All All
Oracle Financial Services Analytical Applications Infrastructure All All All All
Oracle Financial Services Model Management And Governance  All All All All
Oracle Jd Edwards Enterpriseone Tools All All All All
Oracle Peoplesoft Enterprise Peopletools 8.57 All All All

Oracle Peoplesoft Enterprise Peopletools 8.58 All All All
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References

Reference Sour«
[SECURITY] Fedora 35 Update: ckeditor-4.16.2-1.fc35 - package-announce - Fedora Mailing-Lists FEDC
[SECURITY] [DLA 2813-1] ckeditor security update MLIS
[SECURITY] Fedora 33 Update: ckeditor-4.16.2-1.fc33 - package-announce - Fedora Mailing-Lists FEDC

[SECURITY] Fedora 33 Update: ckeditor-4.16.2-1.fc33 - package-announce - Fedora Mailing-Lists
Oracle Critical Patch Update Advisory - October 2021 MISC
Oracle Critical Patch Update Advisory - January 2022 MISC
[SECURITY] Fedora 34 Update: ckeditor-4.16.2-1.fc34 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 34 Update: ckeditor-4.16.2-1.fc34 - package-announce - Fedora Mailing-Lists FEDC
Fake objects feature vulnerability allowing to execute JavaScript code using malformed HTML - Advisory - ckeditor/ckeditor4 - GitHub ~ CONF

[SECURITY] Fedora 35 Update: ckeditor-4.16.2-1.fc35 - package-announce - Fedora Mailing-Lists

Merge pull request #49 from cksource/sec/48 - ckeditor/ckeditor4@de3c001 - GitHub MISC
CVE Program record CVE.(
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No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

178885 Debian Security Update for ckeditor (DLA 2813-1)

184188 Debian Security Update for ckeditor (CVE-2021-37695)

198710 Ubuntu Security Notification for CKEditor Vulnerabilities (USN-5340-1)

281934 Fedora Security Update for ckeditor (FEDORA-2021-87578dca12)

281935 Fedora Security Update for ckeditor (FEDORA-2021-72176a63a8)

376257 Oracle PeopleSoft Enterprise PeopleTools Product Multiple Vulnerabilities (CPUJAN2022)

980092 Nodejs (npm) Security Update for ckeditor4 (GHSA-m94c-37g6-cjhc)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web


http://cve.report/vendor/oracle
http://cve.report/software/oracle/peoplesoft_enterprise_peopletools
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/NYA354LJP47KCVJMTUO77ZCX3ZK42G3T/
https://lists.debian.org/debian-lts-announce/2021/11/msg00007.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/WAGNWHFIQAVCP537KFFS2A2GDG66J7XD/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/WAGNWHFIQAVCP537KFFS2A2GDG66J7XD/
https://www.oracle.com/security-alerts/cpuoct2021.html
https://www.oracle.com/security-alerts/cpujan2022.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/UVOYN2WKDPLKCNILIGEZM236ABQASLGW/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/UVOYN2WKDPLKCNILIGEZM236ABQASLGW/
https://github.com/ckeditor/ckeditor4/security/advisories/GHSA-m94c-37g6-cjhc
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/NYA354LJP47KCVJMTUO77ZCX3ZK42G3T/
https://github.com/ckeditor/ckeditor4/commit/de3c001540715f9c3801aaa38a1917de46cfcf58
https://www.cve.org/CVERecord?id=CVE-2021-37695
https://nvd.nist.gov/vuln/detail/CVE-2021-37695
http://cve.report/qid/178885
http://cve.report/qid/184188
http://cve.report/qid/198710
http://cve.report/qid/281934
http://cve.report/qid/281935
http://cve.report/qid/376257
http://cve.report/qid/980092
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre

site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2021-37695
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


