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CVE CVE-2021-37698
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-19 16:15:00 UTC
Updated 2021-12-03 02:31:00 UTC
Description Icinga is a monitoring system which checks the availability of network resources, notifies users of outages, and generates p

/ |
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Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 9.0 All All All
Application Icinga Icinga All All All All
Reference

Missing TLS server certificate validation in ElasticsearchWriter, GelfWriter, InfluxdbWriter and Influxdb2Writer - Advisory - Icinga/icinga2 - GitH
Release Icinga v2.12.6 - Icinga/icinga2 - GitHub

Release Icinga v2.11.11 - Icinga/icinga2 - GitHub

[SECURITY] [DLA 2816-1] icinga2 security update

Release Icinga v2.13.1 - Icinga/icinga2 - GitHub

CVE Program record

NVD vulnerability detail

1]

No vendor comments have been submitted for this CVE.
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178892 Debian Security Update for icinga2 (DLA 2816-1)


https://cve.report/
https://cve.report/CVE-2021-37698/mitre
https://cve.report/CVE-2021-37698/nist
https://cve.report/CVE-2021-37698/cve_org
https://cve.report/api/cve/CVE-2021-37698.json
https://cve.report/CVE-2021-37698.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/icinga
http://cve.report/software/icinga/icinga
https://github.com/Icinga/icinga2/security/advisories/GHSA-cxfm-8j5v-5qr2
https://github.com/Icinga/icinga2/releases/tag/v2.12.6
https://github.com/Icinga/icinga2/releases/tag/v2.11.11
https://lists.debian.org/debian-lts-announce/2021/11/msg00010.html
https://github.com/Icinga/icinga2/releases/tag/v2.13.1
https://www.cve.org/CVERecord?id=CVE-2021-37698
https://nvd.nist.gov/vuln/detail/CVE-2021-37698
http://cve.report/qid/178892

184400 Debian Security Update for icinga2 (CVE-2021-37698)
501867 Alpine Linux Security Update for icinga2

502099 Alpine Linux Security Update for icinga2
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