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Summary

CVE CVE-2021-37704

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-12 20:15:00 UTC

Updated 2022-10-27 12:41:00 UTC

Description PhpFastCache is a high-performance backend cache system (packagist package phpfastcache/phpfastcache). In versions before 6.1.5, 7.1.2, and 8.0.7 the `phpinfo()` can be exposed if the `/vendor` is not protected from public access. This is a rare situation today since the vendor directory is often located outside the web directory or protected via server rule (.htaccess, etc). Only the v6, v7 and v8 will be patched respectively in 8.0.7, 7.1.2, 6.1.5. Older versions such as v5, v4 are not longer supported and will **NOT** be patched. As a workaround, protect the `/vendor` directory from public access.

Risk And Classification

Problem Types: CWE-668

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Phpfastcache Phpfastcache All All All All

References

Reference

Merge pull request #813 from Geolim4/master · PHPSocialNetwork/phpfastcache@41a77d0 · GitHub

Exposed phpinfo() leadked via documentation files · Advisory · PHPSocialNetwork/phpfastcache · GitHub

[V7] Fixed vulnerability issue that cause exposed phpinfo() in some situations by Geolim4 · Pull Request #814 · PHPSocialNetwork/phpfastcache · GitHub

[V8] Fixed vulnerability issue that cause exposed phpinfo() in some situations by Geolim4 · Pull Request #813 · PHPSocialNetwork/phpfastcache · GitHub

phpfastcache/phpfastcache - Packagist

phpfastcache/CHANGELOG.md at master · PHPSocialNetwork/phpfastcache · GitHub

[V6] Fixed vulnerability issue that cause exposed phpinfo() in some situations by Geolim4 · Pull Request #815 · PHPSocialNetwork/phpfastcache · GitHub

phpinfo (phpinfo.php) shows PHP information including values of HttpOnly cookies. · Issue #567 · flextype/flextype · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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