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CVE CVE-2021-37725
State PUBLIC
Assigner security-alert@hpe.com

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2021-09-07 13:15:00 UTC
Updated 2022-02-11 15:14:00 UTC
Description A remote cross-site request forgery (csrf) vulnerability was discovered in Aruba SD-WAN Software and Gateways; Aruba O

1|

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product

Operating System Arubanetworks Arubaos

Application Arubanetworks Sd-wan

Hardware Siemens Scalance W1750d

Operating System Siemens Scalance W1750d Firmware
References

Reference Source

www.arubanetworks.com/assets/alert/ ARUBA-PSA-2021-016.txt MISC

cert-portal.siemens.com/productcert/pdf/ssa-280624.pdf CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

Version Update Edition Language

All All All All
All All All All
- All All All
All All All All
Link Tags

www.arubanetworks.com
cert-portal.siemens.com
WWww.cve.org canonical

nvd.nist.gov canonical, analysis

43857 HPE ArubaOS Multiple Security Vulnerabilities (ARUBA-PSA-2021-016)

43863 Hewlett Packard Enterprise (HPE) ArubaOS Cross-Site Request Forgery (CSRF) Vulnerability (ARUBA-PSA-2021-016)


https://cve.report/
https://cve.report/CVE-2021-37725/mitre
https://cve.report/CVE-2021-37725/nist
https://cve.report/CVE-2021-37725/cve_org
https://cve.report/CVE-2021-37725.pdf
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/arubaos
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/sd-wan
http://cve.report/vendor/siemens
http://cve.report/software/siemens/scalance_w1750d
http://cve.report/vendor/siemens
http://cve.report/software/siemens/scalance_w1750d_firmware
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2021-016.txt
https://cert-portal.siemens.com/productcert/pdf/ssa-280624.pdf
https://www.cve.org/CVERecord?id=CVE-2021-37725
https://nvd.nist.gov/vuln/detail/CVE-2021-37725
http://cve.report/qid/43857
http://cve.report/qid/43863

590575 Siemens SCALANCE Multiple Vulnerabilities (ICSA-21-287-07)
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