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Summary

CVE CVE-2021-37746

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-30 15:15:00 UTC

Updated 2023-11-07 03:37:00 UTC

Description textview_uri_security_check in textview.c in Claws Mail before 3.18.0, and Sylpheed through 3.7.0, does not have sufficient link checks before accepting a click.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Claws-mail Claws-mail All All All All

Operating System Fedoraproject Fedora 33 All All All

Operating System Fedoraproject Fedora 34 All All All

Application Sylpheed Project Sylpheed All All All All

References

Reference Source Link Tags

git.claws-mail.org Git - claws.git/commit MISC git.claws-mail.org

git.claws-mail.org Git - claws.git/commit git.claws-mail.org

sylpheed.sraoss.jp/sylpheed/v3.7/sylpheed-3.7.0.tar.xz MISC sylpheed.sraoss.jp

[SECURITY] Fedora 34 Update: sylpheed-3.7.0-10.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 33 Update: sylpheed-3.7.0-10.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 33 Update: sylpheed-3.7.0-10.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

claws-mail.org/download.php MISC claws-mail.org

[SECURITY] Fedora 34 Update: sylpheed-3.7.0-10.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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https://cve.report/CVE-2021-37746/mitre
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https://cve.report/CVE-2021-37746/cve_org
https://cve.report/api/cve/CVE-2021-37746.json
https://cve.report/CVE-2021-37746.pdf
http://cve.report/vendor/claws-mail
http://cve.report/software/claws-mail/claws-mail
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/sylpheed_project
http://cve.report/software/sylpheed_project/sylpheed
https://git.claws-mail.org/?p=claws.git;a=commit;h=ac286a71ed78429e16c612161251b9ea90ccd431
https://git.claws-mail.org/?p=claws.git%253Ba=commit%253Bh=ac286a71ed78429e16c612161251b9ea90ccd431
https://sylpheed.sraoss.jp/sylpheed/v3.7/sylpheed-3.7.0.tar.xz
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/RCJXHUSYHGVBSH2ULD7HNXLM7QNRECZ6/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/L2QNUIWASJLPUZZKWICGCEGYJZCQE7NH/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/L2QNUIWASJLPUZZKWICGCEGYJZCQE7NH/
https://claws-mail.org/download.php?file=releases/claws-mail-3.18.0.tar.xz
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/RCJXHUSYHGVBSH2ULD7HNXLM7QNRECZ6/
https://www.cve.org/CVERecord?id=CVE-2021-37746
https://nvd.nist.gov/vuln/detail/CVE-2021-37746


No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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184741 Debian Security Update for claws-mail (CVE-2021-37746)

281785 Fedora Security Update for sylpheed (FEDORA-2021-a4e9c45f9e)

281786 Fedora Security Update for sylpheed (FEDORA-2021-3823463b9a)
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