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Summary

CVE CVE-2021-37770

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-30 15:15:00 UTC

Updated 2022-07-09 00:25:00 UTC

Description Nucleus CMS v3.71 is affected by a file upload vulnerability. In this vulnerability, we can use upload to change the upload path to the path without the Htaccess file. Upload an Htaccess file and write it to AddType application / x-httpd-php.jpg. In this way, an attacker can upload a picture with shell, treat it as PHP, execute commands, so as to take down website resources.

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nucleuscms Nucleus Cms 3.71 All All All

References

Reference Source Link Tags

File upload vulnerability in Nucleus CMS v3.71 · Issue #96 · NucleusCMS/NucleusCMS · GitHub MISC github.com

File upload vulnerability MISC shimo.im

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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