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Summary

CVE CVE-2021-37794

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-31 18:15:00 UTC

Updated 2021-09-08 17:27:00 UTC

Description A stored cross-site scripting (XSS) vulnerability exists in FileBrowser < v2.16.0 that allows an authenticated user authorized to upload a malicious .svg file which acts as a stored XSS payload. If this stored XSS payload is triggered by an administrator it will trigger malicious OS commands on the server running the FileBrowser instance.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Filebrowser Project Filebrowser All All All All

References

Reference Source Link Tags

FileBrowser Vulnerability · GitHub MISC gist.github.com

GitHub - filebrowser/filebrowser: ???? Web File Browser MISC github.com

chore: add Content-Security-Policy header · filebrowser/filebrowser@201329a · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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