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Summary

CVE CVE-2021-3787

State PUBLIC

Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-12 22:15:00 UTC

Updated 2022-10-27 16:42:00 UTC

Description A vulnerability was reported in some Motorola-branded Binatone Hubble Cameras that could allow an attacker with local access to obtain the MQTT credentials that could result in unauthorized access to backend Hubble services.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Binatoneglobal Cn28 - All All All

Operating System Binatoneglobal Cn28 Firmware - All All All

Hardware Binatoneglobal Cn40 - All All All

Operating System Binatoneglobal Cn40 Firmware - All All All

Hardware Binatoneglobal Cn50 - All All All

Operating System Binatoneglobal Cn50 Firmware - All All All

Hardware Binatoneglobal Cn75 - All All All

Operating System Binatoneglobal Cn75 Firmware - All All All

Hardware Binatoneglobal Comfort 40 - All All All

Operating System Binatoneglobal Comfort 40 Firmware - All All All

Hardware Binatoneglobal Comfort 50 Connect - All All All

Operating System Binatoneglobal Comfort 50 Connect Firmware - All All All

Hardware Binatoneglobal Comfort 85 Connect - All All All

Operating System Binatoneglobal Comfort 85 Connect Firmware All All All All

Hardware Binatoneglobal Connect 20 - All All All

Operating System Binatoneglobal Connect 20 Firmware - All All All

Hardware Binatoneglobal Connect View 65 - All All All
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Hardware Binatoneglobal Connect View 65 - All All All

Operating System Binatoneglobal Connect View 65 Firmware - All All All

Hardware Binatoneglobal Ease44 - All All All

Operating System Binatoneglobal Ease44 Firmware - All All All

Hardware Binatoneglobal Focus 68 v100 All All All

Hardware Binatoneglobal Focus 68 v200 All All All

Operating System Binatoneglobal Focus 68 Firmware - All All All

Hardware Binatoneglobal Focus 72r v100 All All All

Hardware Binatoneglobal Focus 72r v200 All All All

Operating System Binatoneglobal Focus 72r Firmware All All All All

Hardware Binatoneglobal Halo Camera - All All All

Operating System Binatoneglobal Halo Camera Firmware All All All All

Hardware Binatoneglobal Lux 64 - All All All

Operating System Binatoneglobal Lux 64 Firmware - All All All

Hardware Binatoneglobal Lux 65 - All All All

Operating System Binatoneglobal Lux 65 Firmware - All All All

Hardware Binatoneglobal Lux 85 Connect - All All All

Operating System Binatoneglobal Lux 85 Connect Firmware - All All All

Hardware Binatoneglobal Mbp3667 - All All All

Operating System Binatoneglobal Mbp3667 Firmware - All All All

Hardware Binatoneglobal Mbp3855 - All All All

Operating System Binatoneglobal Mbp3855 Firmware All All All All

Hardware Binatoneglobal Mbp4855 - All All All

Operating System Binatoneglobal Mbp4855 Firmware - All All All

Hardware Binatoneglobal Mbp669 Connect - All All All

Operating System Binatoneglobal Mbp669 Connect Firmware - All All All

Hardware Binatoneglobal Mbp6855 - All All All

Operating System Binatoneglobal Mbp6855 Firmware - All All All

References

Reference Source Link Tags

Security Advisory – BinatoneGlobal CONFIRM binatoneglobal.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit
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Discovery Credit

LEGACY: Motorola thanks Randy Westergren for reporting this issue.

There are currently no legacy QID mappings associated with this CVE.
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