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Summary

CVE CVE-2021-37910

State PUBLIC

Assigner cve@cert.org.tw

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-12 02:15:00 UTC

Updated 2021-11-17 16:20:00 UTC

Description ASUS routers Wi-Fi protected access protocol (WPA2 and WPA3-SAE) has improper control of Interaction frequency vulnerability, an unauthenticated attacker can remotely disconnect other users' connections by sending specially crafted SAE authentication frames.

Risk And Classification

Problem Types: CWE-799

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Asus Gt-axe11000 - All All All

Operating System Asus Gt-axe11000 Firmware All All All All

Hardware Asus Rt-ax3000 - All All All

Operating System Asus Rt-ax3000 Firmware All All All All

Hardware Asus Rt-ax55 - All All All

Operating System Asus Rt-ax55 Firmware All All All All

Hardware Asus Rt-ax58u - All All All

Operating System Asus Rt-ax58u Firmware All All All All

Hardware Asus Tuf-ax3000 - All All All

Operating System Asus Tuf-ax3000 Firmware All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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