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Summary

CVE CVE-2021-37920

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-07 16:15:00 UTC

Updated 2021-10-15 14:22:00 UTC

Description Zoho ManageEngine ADManager Plus version 7110 and prior allows unrestricted file upload which leads to remote code execution.

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Admanager Plus All All All All

Application Zohocorp Manageengine Admanager Plus 7.1 - All All

Application Zohocorp Manageengine Admanager Plus 7.1 7100 All All

Application Zohocorp Manageengine Admanager Plus 7.1 7101 All All

Application Zohocorp Manageengine Admanager Plus 7.1 7102 All All

Application Zohocorp Manageengine Admanager Plus 7.1 7110 All All

References

Reference

ManageEngine - IT Operations and Service Management Software

ADManager Plus's Release Notes For Highlights and Information about the Latest Release - Windows Active Directory and Exchange Management, Reporting, Delegation, Automation Tool

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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