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CVE CVE-2021-3803

State PUBLIC

Assigner security@huntr.dev

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-09-17 07:15:00 UTC

Updated 2023-07-10 18:52:00 UTC

Description nth-check is vulnerable to Inefficient Regular Expression Complexity

Risk And Classification

Problem Types: CWE-1333

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All
Application Nth-check Project Nth-check All All All All

Reference Source Link Tags

huntr: Disclose & Fix Security Vulnerabilities in Open Source CONFIRM  huntr.dev

[SECURITY] [DLA 3428-1] node-nth-check security update MLIST lists.debian.org

fix(parse): Replace regex with hand-rolled parser (#9) - fb55/nth-check@9894c1d - GitHub  MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysi
‘] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

180056 Debian Security Update for node-nth-check (CVE-2021-3803)
181799 Debian Security Update for node-nth-check (DLA 3428-1)

199371 Ubuntu Security Notification for nth-check Vulnerability (USN-6114-1)



https://cve.report/
https://cve.report/CVE-2021-3803/mitre
https://cve.report/CVE-2021-3803/nist
https://cve.report/CVE-2021-3803/cve_org
https://cve.report/CVE-2021-3803.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/nth-check_project
http://cve.report/software/nth-check_project/nth-check
https://huntr.dev/bounties/8cf8cc06-d2cf-4b4e-b42c-99fafb0b04d0
https://lists.debian.org/debian-lts-announce/2023/05/msg00023.html
https://github.com/fb55/nth-check/commit/9894c1d2010870c351f66c6f6efcf656e26bb726
https://www.cve.org/CVERecord?id=CVE-2021-3803
https://nvd.nist.gov/vuln/detail/CVE-2021-3803
http://cve.report/qid/180056
http://cve.report/qid/181799
http://cve.report/qid/199371

378599 Splunk Enterprise Third Party Package Updates for June (SVD-2023-0613)
378883 Splunk Enterprise August Third Party Package Updates (SVD-2023-0808)

980849 Nodejs (npm) Security Update for nth-check (GHSA-rp65-9cf3-cjxr)
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