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Summary

CVE CVE-2021-38100

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-01 23:15:00 UTC

Updated 2021-10-07 14:53:00 UTC

Description Corel PhotoPaint Standard 2020 22.0.0.474 is affected by an Out-of-bounds Write vulnerability when parsing a crafted file. An unauthenticated attacker could leverage this vulnerability to achieve arbitrary code execution in the context of the current user. Exploitation of this issue requires user interaction in that a victim must open a malicious CPT file.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Corel Photopaint 2020 22.0.0.474 All All All

References

Reference Source Link

Fortinet Security Researcher Discovers Multiple Vulnerabilities Across Multiple Corel Products | FortiGuard Labs MISC www.fortinet.com

Zero-Day Advisory | FortiGuard MISC www.fortiguard.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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