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CVE CVE-2021-38289
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-12 14:15:14 UTC
Updated 2026-04-07 17:16:24 UTC
Description An issue has been discovered in Novastar-VNNOX-iCare Novaicare 7.16.0 that gives attacker privilege escalation and allov

/ ]

Risk And Classification

Primary CVSS: v3.1 8.8 HIGH from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H

Problem Types: CWE-732 | n/a

Version Source Type Score Severity Vector
3.1 nvd@nist.gov Primary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 6.5 AV:N/AC:L/Au:S/C:P/I:P/A:P
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CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Novastar Novaicare 7.16.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

JavaScript is not available.

GitHub - viperbluff/Novastar-VNNOX-iCare-Privilege-Escalation: Novastar Novaicare : It is used to centrally monitor display status of LED scre
security.novaicare.com/advisory-cve-2021-38289.html

CVE Program record

NVD vulnerability detail

1]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/novastar
http://cve.report/software/novastar/novaicare
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://twitter.com/viperbluff/status/1439941380244230150?s=20&t=iPSn8eNxaxUKis5OKSQJRQ
https://github.com/viperbluff/Novastar-VNNOX-iCare-Privilege-Escalation
https://security.novaicare.com/advisory-cve-2021-38289.html
https://www.cve.org/CVERecord?id=CVE-2021-38289
https://nvd.nist.gov/vuln/detail/CVE-2021-38289
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