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CVE CVE-2021-38294
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-25 13:15:00 UTC
Updated 2022-10-18 20:53:00 UTC
Description A Command Injection vulnerability exists in the getTopologyHistory service of the Apache Storm 2.x prior to 2.2.1 and Apac
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Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Storm All All All All
Reference Source Link
Pony Mail! MISC lists.apache.org
Apache Storm Nimbus 2.2.0 Command Execution =~ Packet Storm MISC packetstormsecurity.
oss-sec: CVE-2021-38294: Apache Storm: Shell Command Injection Vulnerability in Nimbus Thrift Server MISC seclists.org
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
4] I 1

Vendor Comments And Credit

Discovery Credit

LEGACY: Apache Storm would like to thank @pwntester Alvaro Mufioz of the GitHub
Security Lab team for reporting this issue.

Legacy QID Mappings

730267 Apache Storm Multiple Vulnerabilities


https://cve.report/
https://cve.report/CVE-2021-38294/mitre
https://cve.report/CVE-2021-38294/nist
https://cve.report/CVE-2021-38294/cve_org
https://cve.report/api/cve/CVE-2021-38294.json
https://cve.report/CVE-2021-38294.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/storm
https://lists.apache.org/thread.html/r5fe881f6ca883908b7a0f005d35115af49f43beea7a8b0915e377859%2540%253Cuser.storm.apache.org%253E
http://packetstormsecurity.com/files/165019/Apache-Storm-Nimbus-2.2.0-Command-Execution.html
https://seclists.org/oss-sec/2021/q4/44
https://www.cve.org/CVERecord?id=CVE-2021-38294
https://nvd.nist.gov/vuln/detail/CVE-2021-38294
http://cve.report/qid/730267

980020 Java (maven) Security Update for org.apache.storm:storm (GHSA-6768-mcjc-8223)
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