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Summary

CVE CVE-2021-38306

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-24 13:15:00 UTC

Updated 2021-09-09 18:58:00 UTC

Description Network Attached Storage on LG N1T1*** 10124 devices allows an unauthenticated attacker to gain root access via OS command injection in the en/ajp/plugins/access.ssh/checkInstall.php destServer parameter.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lg N1t1 - All All All

Hardware Lg N1t1dd1 - All All All

Operating System Lg N1t1 Firmware - All All All

References

Reference Source Link Tags

LG N1T1: 1TB Super Multi NAS with DVD Burner | LG USA MISC www.lg.com

LG N1T1DD1 Product Support :Manuals, Warranty & More | LG U.K. MISC www.lg.com

0days - Zero Security Penetration Testing MISC zerosecuritypenetrationtesting.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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