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CVE CVE-2021-38370

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-10 15:15:00 UTC

Updated 2023-01-13 20:05:00 UTC

Description In Alpine before 2.25, untagged responses from an IMAP server are accepted before STARTTLS.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Alpine Project Alpine All All All All
Application Alpine Project Alpine All All All All

Reference Source Link
Alpine: Multiple Vulnerabilities (GLSA 202301-07) — Gentoo security GENTOO  security
NO STARTTLS MISC nostart
Latest Alpine Release Home Page MISC alpine.;
807613 — (CVE-2021-38370, CVE-2021-46853) <mail-client/alpine-2.25: STARTTLS vulnerabilities (CVE-2021-38370) MISC bugs.gt
CVE Program record CVE.ORG www.c\
NVD vulnerability detail NVD nvd.nis
Kl | |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

183173 Debian Security Update for alpine (CVE-2021-38370)

5020838 Alpine Linux Security Update for alpine
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504577 Alpine Linux Security Update for alpine

710700 Gentoo Linux Alpine Multiple Vulnerabilities (GLSA 202301-07)
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