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Summary

CVE CVE-2021-38546

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-11 16:15:00 UTC

Updated 2021-08-23 17:46:00 UTC

Description CREATIVE Pebble devices through 2021-08-09 allow remote attackers to recover speech signals from an LED on the device, via a telescope and an electro-optical sensor, aka a "Glowworm" attack. The power indicator LED of the speakers is connected directly to the power line, as a result, the intensity of a device's power indicator LED is correlative to the power consumption. The sound played by the speakers affects their power consumption and as a result is also correlative to the light intensity of the LEDs. By analyzing measurements obtained from an electro-optical sensor directed at the power indicator LEDs of the speakers, we can recover the sound played by them.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Creative Pebble - All All All

Operating System Creative Pebble Firmware All All All All

Hardware Creative Pebble Plus - All All All

Operating System Creative Pebble Plus Firmware All All All All

Hardware Creative Pebble V2 - All All All

Operating System Creative Pebble V2 Firmware All All All All

Hardware Creative Pebble V3 - All All All

Operating System Creative Pebble V3 Firmware All All All All

References

Reference Source Link Tags

Glowworm-Attack MISC www.nassiben.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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