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CVE CVE-2021-38554
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-13 16:15:00 UTC
Updated 2022-09-08 21:37:00 UTC
Description HashiCorp Vault and Vault Enterprise’s Ul erroneously cached and exposed user-viewed secrets between sessions in a sin

/ |
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Risk And Classification

Problem Types: CWE-212

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Hashicorp Vault All All All All

Application Hashicorp Vault All All All All

Reference Source

HCSEC-2021-19 - Vault’s Ul Cached User-Viewed Secrets Between Shared Browser Sessions - Security - HashiCorp Discuss  MISC

HashiCorp Vault: Multiple Vulnerabilities (GLSA 202207-01) — Gentoo security GENTOO
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

5019835 Alpine Linux Security Update for vault
710575 Gentoo Linux HashiCorp Vault Multiple Vulnerabilities (GLSA 202207-01)

980382 Go (go) Security Update for github.com/hashicorp/vault (GHSA-6239-28c2-9mrm)
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