
CVE-2021-38616
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2021-38616

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-09-07 12:15:00 UTC

Updated 2022-07-12 17:42:00 UTC

Description In Eigen NLP 3.10.1, a lack of access control on the /auth/v1/user/{user-guid}/ user edition endpoint could permit any logged-in user to increase their own permissions via a user_permissions array in a PATCH request. A guest user could modify other users' profiles and much more.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Eigentech Natural Language Processing 3.10.1 All All All

References

Reference Source Link Tags

Intelligent Document Processing, Data Extraction and Analysis | Eigen Technologies MISC eigentech.com

CERT-XLM: Security advisory - Excellium Services MISC excellium-services.com

CVE-2021-38616 MISC excellium-services.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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