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CVE CVE-2021-38698
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-09-07 12:15:00 UTC
Updated 2022-09-14 20:58:00 UTC
Description HashiCorp Consul and Consul Enterprise 1.10.1 Txn.Apply endpoint allowed services to register proxies for other services,

/ |

1|

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Hashicorp Consul All All All All

Application Hashicorp Consul All All All All

Reference Source Link
HCSEC-2021-24 - Consul Missing Authorization Check on Txn.Apply Endpoint - Security - HashiCorp Discuss  MISC discuss.hashicc
HashiCorp Consul: Multiple Vulnerabilities (GLSA 202208-09) — Gentoo security GENTOO  security.gentoo
HashiCorp Blog: Consul MISC www.hashicorp
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

« 1

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710589 Gentoo Linux HashiCorp Consul Multiple Vulnerabilities (GLSA 202208-09)

980952 Go (go) Security Update for github.com/hashicorp/consul (GHSA-6hw5-6gcx-phmw)
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