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State PUBLIC

Assigner security@huntr.dev

Source Priority CVE Program / NVD first with legacy fallback
Published 2021-10-27 21:15:00 UTC

Updated 2023-11-07 03:38:00 UTC

Description vim is vulnerable to Heap-based Buffer Overflow

Risk And Classification

Problem Types: CWE-122

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 33 All All All

Operating System Fedoraproject Fedora 34 All All All

Operating System Fedoraproject Fedora 35 All All All

Application Vim Vim All All All All

Reference Source Link

[SECURITY] Fedora 35 Update: vim-8.2.3568-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
[SECURITY] Fedora 33 Update: vim-8.2.3568-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
oss-security - Re: 3 new CVE's in vim MLIST www.openwall.com
[SECURITY] Fedora 34 Update: vim-8.2.3755-1.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
huntr: Heap-based Buffer Overflow Vim script Vulnerability in vim CONFIRM  huntr.dev

patch 8.2.3564: invalid memory access when scrolling without valid sc... - vim/vim@777e7¢2 - GitHub  MISC github.com
[SECURITY] Fedora 34 Update: vim-8.2.3755-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
[SECURITY] Fedora 33 Update: vim-8.2.3568-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
[SECURITY] Fedora 35 Update: vim-8.2.3568-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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https://cve.report/CVE-2021-3903/mitre
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https://cve.report/CVE-2021-3903/cve_org
https://cve.report/CVE-2021-3903.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/vim
http://cve.report/software/vim/vim
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/DU26T75PYA3OF7XJGNKMT2ZCQEU4UKP5/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/BN4EX7BPQU7RP6PXCNCSDORUZBXQ4JUH/
http://www.openwall.com/lists/oss-security/2022/01/15/1
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/FNXY7T5OORA7UJIMGSJBGHFMU6UZWS6P/
https://huntr.dev/bounties/35738a4f-55ce-446c-b836-2fb0b39625f8
https://github.com/vim/vim/commit/777e7c21b7627be80961848ac560cb0a9978ff43
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/FNXY7T5OORA7UJIMGSJBGHFMU6UZWS6P/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/BN4EX7BPQU7RP6PXCNCSDORUZBXQ4JUH/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/DU26T75PYA3OF7XJGNKMT2ZCQEU4UKP5/
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

179379 Debian Security Update for vim (DLA 3053-1)

184013 Debian Security Update for vim (CVE-2021-3903)

198571 Ubuntu Security Notification for Vim Vulnerabilities (USN-5147-1)
282053 Fedora Security Update for vim (FEDORA-2021-a5e55a9e02)

282117 Fedora Security Update for vim (FEDORA-2021-b0ac29efb1)

296061 Oracle Solaris 11.4 Support Repository Update (SRU) 42.113.1 Missing (CPUJAN2022)
353117 Amazon Linux Security Advisory for vim : ALAS-2022-1557

353120 Amazon Linux Security Advisory for vim : ALAS2-2022-1743

354406 Amazon Linux Security Advisory for vim : ALAS2022-2021-005

354497 Amazon Linux Security Advisory for vim : ALAS2022-2022-155

354585 Amazon Linux Security Advisory for vim : ALAS-2022-155

355135 Amazon Linux Security Advisory for vim : ALAS2023-2023-098

500727 Alpine Linux Security Update for vim

504501 Alpine Linux Security Update for vim

671206 EulerOS Security Update for vim (EulerOS-SA-2022-1040)

671215 EulerOS Security Update for vim (EulerOS-SA-2022-1020)

671289 EulerOS Security Update for vim (EulerOS-SA-2022-1248)

671314 EulerOS Security Update for vim (EulerOS-SA-2022-1260)

752246 SUSE Enterprise Linux Security Update for vim (SUSE-SU-2022:2102-1)
753066 SUSE Enterprise Linux Security Update for vim (SUSE-SU-2022:4619-1)

900364 Common Base Linux Mariner (CBL-Mariner) Security Update for vim (6155)
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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