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Summary

CVE CVE-2021-39159

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-25 19:15:00 UTC

Updated 2022-10-25 17:51:00 UTC

Description BinderHub is a kubernetes-based cloud service that allows users to share reproducible interactive computing environments from code repositories. In affected versions a remote code execution vulnerability has been identified in BinderHub, where providing BinderHub with maliciously crafted input could execute code in the BinderHub context, with the potential to egress credentials of the BinderHub deployment, including JupyterHub API tokens, kubernetes service accounts, and docker registry credentials. This may provide the ability to manipulate images and other user created pods in the deployment, with the potential to escalate to the host depending on the underlying kubernetes configuration. Users are advised to update to version 0.2.0-n653. If users are unable to update they may disable the git repo provider by specifying the `BinderHub.repo_providers` as a workaround.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jupyter Binderhub All All All All

References

Reference Source Link Tags

github.com/jupyterhub/binderhub/commit/195caac172690456dcdc8cc7a6ca50e05... MISC github.com

remote code execution via git repo provider · Advisory · jupyterhub/binderhub · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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981436 Python (pip) Security Update for binderhub (GHSA-9jjr-qqfp-ppwx)
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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