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Summary

CVE CVE-2021-39162

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-09-09 22:15:00 UTC

Updated 2021-09-27 14:25:00 UTC

Description Pomerium is an open source identity-aware access proxy. Envoy, which Pomerium is based on, can abnormally terminate if an H/2 GOAWAY and SETTINGS frame are received in the same IO event. This can lead to a DoS in the presence of untrusted *upstream* servers. 0.15.1 contains an upgraded envoy binary with this vulnerability patched. If only trusted upstreams are configured, there is not substantial risk of this condition being triggered.

Risk And Classification

Problem Types: CWE-754

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Envoyproxy Envoy All All All All

Application Envoyproxy Envoy 1.19.0 All All All

Application Pomerium Pomerium 0.15.0 All All All

References

Reference Source Link

Incorrect handling of H/2 GOAWAY followed by SETTINGS frames · Advisory · envoyproxy/envoy · GitHub MISC github.com

Security releases of Envoy 1.19.1, 1.18.4, 1.17.4, and 1.16.5 are now available MISC groups.google.com

Incorrect handling of H2 GOAWAY + SETTINGS frames · Advisory · pomerium/pomerium · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981058 Go (go) Security Update for github.com/pomerium/pomerium (GHSA-gjcg-vrxg-xmgv)
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