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Summary

CVE CVE-2021-3919

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-12 13:15:00 UTC

Updated 2022-12-19 17:32:00 UTC

Description A potential security vulnerability has been identified in OMEN Gaming Hub and in HP Command Center which may allow escalation of privilege and/or denial of service. HP has released software updates to mitigate the potential vulnerability.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hp Command Center All All All All

Hardware Hp Envy 13t-bd100 - All All All

Hardware Hp Envy 13z-ay100 - All All All

Hardware Hp Envy 14-eb0xxx - All All All

Hardware Hp Envy 14-eb1xxx - All All All

Hardware Hp Envy 14t-eb100 - All All All

Hardware Hp Envy 15-ep0xxx - All All All

Hardware Hp Envy 15-ep1xxx - All All All

Hardware Hp Envy 15t-ep000 - All All All

Hardware Hp Envy 15t-ep100 - All All All

Hardware Hp Envy 15t-es000 - All All All

Hardware Hp Envy 15t-es100 - All All All

Hardware Hp Envy 15z-ee100 - All All All

Hardware Hp Envy 17-ch0xxx - All All All

Hardware Hp Envy 17-ch1xxx - All All All

Hardware Hp Envy 17m-ch0xxx - All All All

Hardware Hp Envy 17m-ch1xxx - All All All
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Hardware Hp Envy 17m-ch1xxx - All All All

Hardware Hp Envy 17t-ch000 - All All All

Hardware Hp Envy 17t-ch100 - All All All

Hardware Hp Envy All-in-one 34-c0xxx - All All All

Hardware Hp Envy X360 13-ay1xxx - All All All

Hardware Hp Envy X360 13-bd1xxx - All All All

Hardware Hp Envy X360 13m-bd1xxx - All All All

Hardware Hp Envy X360 15-ee1xxx - All All All

Hardware Hp Envy X360 15-es0xxx - All All All

Hardware Hp Envy X360 15-es1xxx - All All All

Hardware Hp Envy X360 15-eu0xxx - All All All

Hardware Hp Envy X360 15m-es0xxx - All All All

Hardware Hp Envy X360 15m-eu0xxx - All All All

Hardware Hp Omen 15-ce0xx - All All All

Hardware Hp Omen 15-ce1xx - All All All

Hardware Hp Omen 15-dc0xxx - All All All

Hardware Hp Omen 15-dc1xxx - All All All

Hardware Hp Omen 15-dc2xxx - All All All

Hardware Hp Omen 15-dh0xxx - All All All

Hardware Hp Omen 15-dh1xxx - All All All

Hardware Hp Omen 15-ek0xxx - All All All

Hardware Hp Omen 15-ek1xxx - All All All

Hardware Hp Omen 15-en0xxx - All All All

Hardware Hp Omen 15-en1xxx - All All All

Hardware Hp Omen 15t-dc200 - All All All

Hardware Hp Omen 15t-dg000 - All All All

Hardware Hp Omen 15t-dh000 - All All All

Hardware Hp Omen 15t-dh100 - All All All

Hardware Hp Omen 15z-en000 - All All All

Hardware Hp Omen 17-an0xx - All All All

Hardware Hp Omen 17-an1xx - All All All

Hardware Hp Omen 17-cb0xxx - All All All

Hardware Hp Omen 17-cb1xxx - All All All

Hardware Hp Omen 17t-cb000 - All All All

Hardware Hp Omen 17t-cb100 - All All All

Hardware Hp Omen 2s 15-dg0xxx - All All All
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Hardware Hp Omen Desktop 25l Gt11-0xxx - All All All

Hardware Hp Omen Desktop 25l Gt11-1xxx - All All All

Hardware Hp Omen Desktop 25l Gt12-0xxx - All All All

Hardware Hp Omen Desktop 25l Gt12-1xxx - All All All

Hardware Hp Omen Desktop 30l Gt13-0xxx - All All All

Hardware Hp Omen Desktop 30l Gt13-1xxx - All All All

Hardware Hp Omen Desktop 40l Gt21-0xxx - All All All

Hardware Hp Omen Desktop 873-0xxx - All All All

Hardware Hp Omen Desktop 880-0xx - All All All

Hardware Hp Omen Desktop 880-1xx - All All All

Hardware Hp Omen Desktop 880-5xx - All All All

Hardware Hp Omen Desktop 900-1xx - All All All

Hardware Hp Omen Desktop 900-2xx - All All All

Hardware Hp Omen Desktop P1000-0xx - All All All

Hardware Hp Omen Gaming 16-b0xxx - All All All

Hardware Hp Omen Gaming 16-c0xxx - All All All

Hardware Hp Omen Gaming 17-ck0xxx - All All All

Hardware Hp Omen Gaming Desktop 45l Gt22-0xxx - All All All

Application Hp Omen Gaming Hub All All All All

Hardware Hp Omen Obelisk Desktop 875-0xxx - All All All

Hardware Hp Omen Obelisk Desktop 875-1xxx - All All All

Hardware Hp Pavikion 16t-a000 - All All All

Hardware Hp Pavilion 15t-dk000 - All All All

Hardware Hp Pavilion 17t-cd000 - All All All

Hardware Hp Pavilion Gaming 15-dk0xxx - All All All

Hardware Hp Pavilion Gaming 15-dk1xxx - All All All

Hardware Hp Pavilion Gaming 15-dk2xxx - All All All

Hardware Hp Pavilion Gaming 15-ec0xxx - All All All

Hardware Hp Pavilion Gaming 15-ec1xxx - All All All

Hardware Hp Pavilion Gaming 15-ec2xxx - All All All

Hardware Hp Pavilion Gaming 16-a0xxx - All All All

Hardware Hp Pavilion Gaming 17-cd0xxx - All All All

Hardware Hp Pavilion Gaming 17-cd1xxx - All All All

Hardware Hp Pavilion Gaming 17-cd2xxx - All All All

Hardware Hp Pavilion Gaming Tg01-0xxx - All All All

Hardware Hp Pavilion Gaming Tg01-1xxx - All All All
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Hardware Hp Pavilion Gaming Tg01-1xxx - All All All

Hardware Hp Pavilion Gaming Tg01-2xxx - All All All

Hardware Hp Spectre 13t-ak100 - All All All

Hardware Hp Spectre 13t-aw000 - All All All

Hardware Hp Spectre 13t-aw200 - All All All

Hardware Hp Spectre 14t-ea000 - All All All

Hardware Hp Spectre 15t-eb000 - All All All

Hardware Hp Spectre 15t-eb100 - All All All

Hardware Hp Spectre Folio 13-ak1xxx - All All All

Hardware Hp Spectre X360 13-aw0xxx - All All All

Hardware Hp Spectre X360 13-aw2xxx - All All All

Hardware Hp Spectre X360 14-ea0xxx - All All All

Hardware Hp Spectre X360 14-ea2xxx - All All All

Hardware Hp Spectre X360 15-eb0xxx - All All All

Hardware Hp Spectre X360 15-eb1xxx - All All All

Hardware Hp Spectre X360 16-f0xxx - All All All

Hardware Hp Victus Gaming 16-d0xxx - All All All

Hardware Hp Victus Gaming 16-e0xxx - All All All

Hardware Hp Zhan 99 G2 Mobile Workstation - All All All

References

Reference Source Link Tags

OMEN Gaming Hub and HP Command Center January 2022 security update | HP® Customer Support MISC support.hp.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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