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CVE CVE-2021-3919
State PUBLIC
Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-12 13:15:00 UTC
Updated 2022-12-19 17:32:00 UTC
Description A potential security vulnerability has been identified in OMEN Gaming Hub and in HP Command Center which may allow e

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Hp Command Center All All All All
Hardware Hp Envy 13t-bd100 - All All All
Hardware Hp Envy 13z-ay100 - All All All
Hardware Hp Envy 14-eb0xxx - All All All
Hardware Hp Envy 14-eb1xxx - All All All
Hardware Hp Envy 14t-eb100 - All All All
Hardware Hp Envy 15-epOxxx - All All All
Hardware Hp Envy 15-ep1xxx - All All All
Hardware Hp Envy 15t-ep000 - All All All
Hardware Hp Envy 15t-ep100 - All All All
Hardware Hp Envy 15t-es000 - All All All
Hardware Hp Envy 15t-es100 - All All All
Hardware Hp Envy 15z-ee100 - All All All
Hardware Hp Envy 17-chOxxx - All All All
Hardware Hp Envy 17-ch1xxx - All All All
Hardware Hp Envy 17m-chOxxx - All All All
Hardware Hp Envy 17m-ch1xxx - All All All
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Envy X360 15-ee1xxx
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Omen 15-ce0xx

Omen 15-ce1xx

Omen 15-dcOxxx
Omen 15-dc1xxx
Omen 15-dc2xxx
Omen 15-dhOxxx
Omen 15-dh1xxx
Omen 15-ek0xxx
Omen 15-ek1xxx
Omen 15-en0xxx
Omen 15-en1xxx
Omen 15t-dc200
Omen 15t-dg000
Omen 15t-dh000
Omen 15t-dh100
Omen 15z-en000
Omen 17-an0xx

Omen 17-an1xx

Omen 17-cb0xxx
Omen 17-cb1xxx
Omen 17t-cb000

Omen 17t-cb100

Omen 2s 15-dg0xxx

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/hp
http://cve.report/software/hp/envy_17t-ch000
http://cve.report/vendor/hp
http://cve.report/software/hp/envy_17t-ch100
http://cve.report/vendor/hp
http://cve.report/software/hp/envy_all-in-one_34-c0xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/envy_x360_13-ay1xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/envy_x360_13-bd1xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/envy_x360_13m-bd1xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/envy_x360_15-ee1xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/envy_x360_15-es0xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/envy_x360_15-es1xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/envy_x360_15-eu0xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/envy_x360_15m-es0xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/envy_x360_15m-eu0xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_15-ce0xx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_15-ce1xx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_15-dc0xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_15-dc1xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_15-dc2xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_15-dh0xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_15-dh1xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_15-ek0xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_15-ek1xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_15-en0xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_15-en1xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_15t-dc200
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_15t-dg000
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_15t-dh000
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_15t-dh100
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_15z-en000
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_17-an0xx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_17-an1xx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_17-cb0xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_17-cb1xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_17t-cb000
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_17t-cb100
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_2s_15-dg0xxx

Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Application
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware

Hardware

Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp
Hp

Hp

Omen Desktop 25| Gt11-0xxx
Omen Desktop 25| Gt11-1xxx
Omen Desktop 25| Gt12-0xxx
Omen Desktop 25| Gt12-1xxx
Omen Desktop 301 Gt13-0xxx
Omen Desktop 301 Gt13-1xxx
Omen Desktop 401 Gt21-0xxx
Omen Desktop 873-0xxx
Omen Desktop 880-0xx
Omen Desktop 880-1xx
Omen Desktop 880-5xx
Omen Desktop 900-1xx
Omen Desktop 900-2xx
Omen Desktop P1000-0xx
Omen Gaming 16-b0xxx
Omen Gaming 16-cOxxx
Omen Gaming 17-ckOxxx
Omen Gaming Desktop 45| Gt22-0xxx
Omen Gaming Hub

Omen Obelisk Desktop 875-0xxx
Omen Obelisk Desktop 875-1xxx
Pavikion 16t-a000

Pavilion 15t-dk000

Pavilion 17t-cd000

Pavilion Gaming 15-dkOxxx
Pavilion Gaming 15-dk1xxx
Pavilion Gaming 15-dk2xxx
Pavilion Gaming 15-ecOxxx
Pavilion Gaming 15-ec1xxx
Pavilion Gaming 15-ec2xxx
Pavilion Gaming 16-a0xxx
Pavilion Gaming 17-cdOxxx
Pavilion Gaming 17-cd1xxx
Pavilion Gaming 17-cd2xxx

Pavilion Gaming Tg01-0xxx

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/hp
http://cve.report/software/hp/omen_desktop_25l_gt11-0xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_desktop_25l_gt11-1xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_desktop_25l_gt12-0xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_desktop_25l_gt12-1xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_desktop_30l_gt13-0xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_desktop_30l_gt13-1xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_desktop_40l_gt21-0xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_desktop_873-0xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_desktop_880-0xx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_desktop_880-1xx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_desktop_880-5xx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_desktop_900-1xx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_desktop_900-2xx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_desktop_p1000-0xx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_gaming_16-b0xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_gaming_16-c0xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_gaming_17-ck0xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_gaming_desktop_45l_gt22-0xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_gaming_hub
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_obelisk_desktop_875-0xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/omen_obelisk_desktop_875-1xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/pavikion_16t-a000
http://cve.report/vendor/hp
http://cve.report/software/hp/pavilion_15t-dk000
http://cve.report/vendor/hp
http://cve.report/software/hp/pavilion_17t-cd000
http://cve.report/vendor/hp
http://cve.report/software/hp/pavilion_gaming_15-dk0xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/pavilion_gaming_15-dk1xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/pavilion_gaming_15-dk2xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/pavilion_gaming_15-ec0xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/pavilion_gaming_15-ec1xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/pavilion_gaming_15-ec2xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/pavilion_gaming_16-a0xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/pavilion_gaming_17-cd0xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/pavilion_gaming_17-cd1xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/pavilion_gaming_17-cd2xxx
http://cve.report/vendor/hp
http://cve.report/software/hp/pavilion_gaming_tg01-0xxx

Hardware Hp Pavilion Gaming 1g01-1xxx - All All All

Hardware Hp Pavilion Gaming Tg01-2xxx - All All All

Hardware Hp Spectre 13t-ak100 - All All All

Hardware Hp Spectre 13t-aw000 - All All All

Hardware Hp Spectre 13t-aw200 - All All All

Hardware Hp Spectre 14t-ea000 - All All All

Hardware Hp Spectre 15t-eb000 - All All All

Hardware Hp Spectre 15t-eb100 - All All All

Hardware Hp Spectre Folio 13-ak1xxx - All All All

Hardware Hp Spectre X360 13-aw0xxx - All All All

Hardware Hp Spectre X360 13-aw2xxx - All All All

Hardware Hp Spectre X360 14-ea0xxx - All All All

Hardware Hp Spectre X360 14-ea2xxx - All All All

Hardware Hp Spectre X360 15-eb0xxx - All All All

Hardware Hp Spectre X360 15-eb1xxx - All All All

Hardware Hp Spectre X360 16-fOxxx - All All All

Hardware Hp Victus Gaming 16-d0xxx - All All All

Hardware Hp Victus Gaming 16-e0xxx - All All All

Hardware Hp Zhan 99 G2 Mobile Workstation - All All All

Reference Source Link Tags
OMEN Gaming Hub and HP Command Center January 2022 security update | HP® Customer Support  MISC support.hp.com

CVE Program record CVE.ORG www.cve.org cano
NVD vulnerability detail NVD nvd.nist.gov cano
< B

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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