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Summary

CVE CVE-2021-39193

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-09-03 18:15:00 UTC

Updated 2023-07-17 15:14:00 UTC

Description Frontier is Substrate's Ethereum compatibility layer. Prior to commit number 0b962f218f0cdd796dadfe26c3f09e68f7861b26, a bug in `pallet-ethereum` can cause invalid transactions to be included in the Ethereum block state in `pallet-ethereum` due to not validating the input data size. Any invalid transactions included this way have no possibility to alter the internal Ethereum or Substrate state. The transaction will appear to have be included, but is of no effect as it is rejected by the EVM engine. The impact is further limited by Substrate extrinsic size constraints. A patch is available in commit number 0b962f218f0cdd796dadfe26c3f09e68f7861b26. There are no workarounds aside from applying the patch.

Risk And Classification

Problem Types: CWE-1284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Parity Frontier All All All All

References

Reference Source Link Tags

Validate transaction cost by tgmichel · Pull Request #465 · paritytech/frontier · GitHub MISC github.com

Validate transaction cost by tgmichel · Pull Request #465 · paritytech/frontier · GitHub MISC github.com

Transaction validity oversight in pallet-ethereum · Advisory · paritytech/frontier · GitHub CONFIRM github.com

Add transaction cost pre-validation (#465) · paritytech/frontier@0b962f2 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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