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CVE CVE-2021-39218
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-09-17 21:15:00 UTC

Updated 2023-11-07 03:37:00 UTC

Description Wasmtime is an open source runtime for WebAssembly & WASI. In Wasmtime from version 0.26.0 and before version 0.30
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Risk And Classification

Problem Types: CWE-125 | CWE-787 | CWE-590

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bytecodealliance Wasmtime All All All All

Application Bytecodealliance Wasmtime All All All All

Operating System Fedoraproject Fedora 34 All All All

Operating System Fedoraproject Fedora 35 All All All
References

Reference

crates.io/crates/wasmtime

[SECURITY] Fedora 34 Update: rust-wasmtime-fiber-0.30.0-1.fc34 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 34 Update: rust-wasmtime-fiber-0.30.0-1.fc34 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 35 Update: rust-cranelift-frontend-0.77.0-1.fc35 - package-announce - Fedora Mailing-Lists

Merge pull request from GHSA-4873-36h9-wv49 - bytecodealliance/wasmtime@398a73f - GitHub

[SECURITY] Fedora 35 Update: rust-cranelift-frontend-0.77.0-1.fc35 - package-announce - Fedora Mailing-Lists

Out-of-bounds read/write and invalid free with “externref's and GC safepoints in Wasmtime - Advisory - bytecodealliance/wasmtime - GitHub
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

281958 Fedora Security Update for rust (FEDORA-2021-1805each48)
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