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CVE CVE-2021-39236
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-19 10:15:00 UTC
Updated 2023-12-22 19:21:00 UTC
Description In Apache Ozone before 1.2.0, Authenticated users with valid Ozone S3 credentials can create specific OM requests, impe

/ |
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Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Ozone All All All All

Reference Source Link Tags

issues.apache.org/jira/browse/HDDS-4763 issues.apache.org

oss-security - CVE-2021-39236: Apache Ozone: Owners of the S3 tokens are not validated MLIST www.openwall.com Third P

CVE-2021-39236: Apache Ozone: Owners of the S3 tokens are not validated MISC mail-archives.apache.org

CVE Program record CVE.ORG www.cve.org canonic

NVD vulnerability detail NVD nvd.nist.gov canonic
4]

Vendor Comments And Credit

Discovery Credit

LEGACY: Apache Ozone would like to thank Marton Elek for reporting this issue.

There are currently no legacy QID mappings associated with this CVE.
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