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Description

/

CVE-2021-39244

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback

2021-08-23 05:15:00 UTC

2021-08-26 19:13:00 UTC

Authenticated Semi-Blind Command Injection (via Parameter Injection) exists on Altus Nexto, Nexto Xpress, and Hadron Xi

Risk And Classification

1|

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware

Operating System

Hardware

Vendor

Altus

Altus

Altus

Altus

Altus

Altus

Altus

Altus

Altus

Altus

Altus

Altus

Altus

Altus

Altus

Altus

Altus

Product

Hadron Xtorm Hx3040

Hadron Xtorm Hx3040 Firmware

Nexto Nx3003

Nexto Nx3003 Firmware

Nexto Nx3004

Nexto Nx3004 Firmware

Nexto Nx3005

Nexto Nx3005 Firmware

Nexto Nx3010

Nexto Nx3010 Firmware

Nexto Nx3020

Nexto Nx3020 Firmware

Nexto Nx3030

Nexto Nx3030 Firmware

Nexto Nx5100

Nexto Nx5100 Firmware

Nexto Nx5101

Version

1.7.58.0

1.8.11.0

1.8.11.0

1.8.11.0

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

A

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2021-39244/mitre
https://cve.report/CVE-2021-39244/nist
https://cve.report/CVE-2021-39244/cve_org
https://cve.report/CVE-2021-39244.pdf
http://cve.report/vendor/altus
http://cve.report/software/altus/hadron_xtorm_hx3040
http://cve.report/vendor/altus
http://cve.report/software/altus/hadron_xtorm_hx3040_firmware
http://cve.report/vendor/altus
http://cve.report/software/altus/nexto_nx3003
http://cve.report/vendor/altus
http://cve.report/software/altus/nexto_nx3003_firmware
http://cve.report/vendor/altus
http://cve.report/software/altus/nexto_nx3004
http://cve.report/vendor/altus
http://cve.report/software/altus/nexto_nx3004_firmware
http://cve.report/vendor/altus
http://cve.report/software/altus/nexto_nx3005
http://cve.report/vendor/altus
http://cve.report/software/altus/nexto_nx3005_firmware
http://cve.report/vendor/altus
http://cve.report/software/altus/nexto_nx3010
http://cve.report/vendor/altus
http://cve.report/software/altus/nexto_nx3010_firmware
http://cve.report/vendor/altus
http://cve.report/software/altus/nexto_nx3020
http://cve.report/vendor/altus
http://cve.report/software/altus/nexto_nx3020_firmware
http://cve.report/vendor/altus
http://cve.report/software/altus/nexto_nx3030
http://cve.report/vendor/altus
http://cve.report/software/altus/nexto_nx3030_firmware
http://cve.report/vendor/altus
http://cve.report/software/altus/nexto_nx5100
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Operating System Altus Nexto Nx5101 Firmware 1.8.11.0 All All All

Hardware Altus Nexto Nx5110 - All All All

Operating System Altus Nexto Nx5110 Firmware 1.1.2.8 All All All

Hardware Altus Nexto Nx5210 - All All All

Operating System Altus Nexto Nx5210 Firmware 1.1.2.8 All All All

Hardware Altus Nexto Xpress Xp300 - All All All

Operating System Altus Nexto Xpress Xp300 Firmware 1.8.11.0 All All All

Hardware Altus Nexto Xpress Xp315 - All All All

Operating System Altus Nexto Xpress Xp315 Firmware 1.8.11.0 All All All

Hardware Altus Nexto Xpress Xp325 - All All All

Operating System Altus Nexto Xpress Xp325 Firmware 1.8.11.0 All All All

Hardware Altus Nexto Xpress Xp340 - All All All

Operating System Altus Nexto Xpress Xp340 Firmware 1.8.11.0 All All All

Reference Source Link

Full Disclosure: SEC Consult SA-20210819-0 :: Multiple critical vulnerabilities in Altus Nexto and Hadron series  MISC seclists.org

Altus Sistemas de Automagao | Altus MISC www.altus.comr

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
4]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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