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Summary

CVE CVE-2021-39280

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-06 21:15:00 UTC

Updated 2022-02-11 03:19:00 UTC

Description Certain Korenix JetWave devices allow authenticated users to execute arbitrary code as root via /syscmd.asp. This affects 2212X before 1.9.1, 2212S before 1.9.1, 2212G before 1.8, 3220 V3 before 1.5.1, 3420 V3 before 1.5.1, and 2311 through 2022-01-31.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Korenix Jetwave 2212g - All All All

Operating System Korenix Jetwave 2212g Firmware All All All All

Hardware Korenix Jetwave 2212s - All All All

Operating System Korenix Jetwave 2212s Firmware All All All All

Hardware Korenix Jetwave 2212x - All All All

Operating System Korenix Jetwave 2212x Firmware All All All All

Hardware Korenix Jetwave 2311 - All All All

Operating System Korenix Jetwave 2311 Firmware All All All All

Hardware Korenix Jetwave 3220 3 All All All

Operating System Korenix Jetwave 3220 Firmware All All All All

Hardware Korenix Jetwave 3420 3 All All All

Operating System Korenix Jetwave 3420 Firmware All All All All

References

Reference Source Link Tags

Korenix Technology (Beijer Group)- Industrial networking solution provider MISC www.korenix.com

Korenix Technology JetWave CSRF / Command Injection / Missing Authentication ≈ Packet Storm MISC packetstormsecurity.com
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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