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Summary

CVE CVE-2021-3935

State PUBLIC

Assigner patrick@puiterwijk.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-22 16:15:00 UTC

Updated 2023-11-07 03:38:00 UTC

Description When PgBouncer is configured to use "cert" authentication, a man-in-the-middle attacker can inject arbitrary SQL queries when a connection is first established, despite the use of TLS certificate verification and encryption. This flaw affects PgBouncer versions prior to 1.16.1.

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 35 All All All

Application Pgbouncer Pgbouncer All All All All

Operating System Redhat Enterprise Linux 7.0 All All All

References

Reference Source Link

[SECURITY] [DLA 2922-1] pgbouncer security update MLIST lists.debian.org

PgBouncer changelog MISC www.pgbouncer.org

2021251 – (CVE-2021-3935) CVE-2021-3935 pgbouncer: server processes unencrypted bytes from man-in-the-middle MISC bugzilla.redhat.com

[SECURITY] Fedora 35 Update: pgbouncer-1.16.1-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 35 Update: pgbouncer-1.16.1-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

179075 Debian Security Update for pgbouncer (DLA 2922-1)

182716 Debian Security Update for pgbouncer (CVE-2021-3935)

282209 Fedora Security Update for pgbouncer (FEDORA-2021-761cda0b77)

503212 Alpine Linux Security Update for pgbouncer

506152 Alpine Linux Security Update for pgbouncer

900357 Common Base Linux Mariner (CBL-Mariner) Security Update for pgbouncer (6245)
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