=

VE-2021-

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2021-39358
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-22 19:15:00 UTC
Updated 2023-11-07 03:37:00 UTC
Description In GNOME libgfbgraph through 0.2.4, gfbgraph-photo.c does not enable TLS certificate verification on the SoupSessionSyr
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Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 33 All All All

Operating System Fedoraproject Fedora 34 All All All

Operating System Fedoraproject Fedora 35 All All All

Application Gnome Libgfbgraph All All All All

References

Reference Source Lin}
[SECURITY] Fedora 34 Update: gfbgraph-0.2.4-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists
Reminder: SoupSessionSync and SoupSessionAsync default to no TLS certificate verification — Michael Catanzaro's Blog MISC blog
[SECURITY] Fedora 35 Update: gfbgraph-0.2.4-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists
[SECURITY] Fedora 33 Update: gfbgraph-0.2.4-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists
[SECURITY] Fedora 35 Update: gfbgraph-0.2.4-1.fc35 - package-announce - Fedora Mailing-Lists lists
Missing TLS certificate verification (#17) - Issues - GNOME / libgfbgraph - GitLab MISC gitla
[SECURITY] Fedora 34 Update: gfbgraph-0.2.4-1.fc34 - package-announce - Fedora Mailing-Lists lists
[SECURITY] Fedora 33 Update: gfbgraph-0.2.4-1.fc33 - package-announce - Fedora Mailing-Lists lists
CVE Program record CVE.ORG wwv
NVD vulnerability detail NVD nvd.
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159793 Oracle Enterprise Linux Security Update for gfbgraph (ELSA-2022-1801)
240282 Red Hat Update for gfbgraph (RHSA-2022:1801)

281999 Fedora Security Update for gfbgraph (FEDORA-2021-9¢737bb848)

282000 Fedora Security Update for gfbgraph (FEDORA-2021-7cccd2784c)

753127 SUSE Enterprise Linux Security Update for gfbgraph (SUSE-SU-2022:2876-1)

940507 AlmaLinux Security Update for gfbgraph (ALSA-2022:1801)

960381 Rocky Linux Security Update for gfbgraph (RLSA-2022:1801)
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