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CVE CVE-2021-39364
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2022-02-24 22:15:00 UTC
Updated 2022-03-09 15:07:00 UTC

Description Honeywell HDZP252DI 1.00.HW02.4 and HBW2PER1 1.000.HWO01.3 devices allow command spoofing (for camera control
i
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Risk And Classification

Problem Types: CWE-294

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Honeywell Hbw2per1 - All All All

Operating System Honeywell Hbw2per1 Firmware 1.000.hw01.3 All All All

Hardware Honeywell Hdzp252di - All All All

Operating System Honeywell Hdzp252di Firmware 1.00.hw02.4 All All All
References

Reference Source Link Tags

Product Security MISC www.honeywell.com

buildings.honeywell.com/us/en/brands/our-brands/security/support-and-resources/produc... MISC buildings.honeywell.com

buildings.honeywell.com/content/dam/hbtbt/en/documents/downloads/Security_Notificatio... CONFIRM  buildings.honeywell.com

CVE Program record CVE.ORG www.cve.org canonic
NVD vulnerability detail NVD nvd.nist.gov canonic
< 2 il

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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