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Summary

CVE CVE-2021-3956

State PUBLIC

Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-18 16:15:00 UTC

Updated 2022-06-06 18:28:00 UTC

Description A read-only authentication bypass vulnerability was reported in the Third Quarter 2021 release of Lenovo XClarity Controller (XCC) firmware affecting XCC devices configured in LDAP Authentication Only Mode and using an LDAP server that supports “unauthenticated bind”, such as Microsoft Active Directory. An unauthenticated user can gain read-only access to XCC in such a configuration, thereby allowing the XCC device configuration to be viewed but not changed. XCC devices configured to use local authentication, LDAP Authentication + Authorization Mode, or LDAP servers that support only “authenticated bind” and/or “anonymous bind” are not affected.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lenovo Thinkagile Hx1320 - All All All

Hardware Lenovo Thinkagile Hx1321 - All All All

Hardware Lenovo Thinkagile Hx1520-r - All All All

Hardware Lenovo Thinkagile Hx1521-r - All All All

Hardware Lenovo Thinkagile Hx2320-e - All All All

Hardware Lenovo Thinkagile Hx2321 - All All All

Hardware Lenovo Thinkagile Hx3320 - All All All

Hardware Lenovo Thinkagile Hx3321 - All All All

Hardware Lenovo Thinkagile Hx3375 - All All All

Hardware Lenovo Thinkagile Hx3376 - All All All

Hardware Lenovo Thinkagile Hx3520-g - All All All

Hardware Lenovo Thinkagile Hx3521-g - All All All

Hardware Lenovo Thinkagile Hx5520 - All All All

Hardware Lenovo Thinkagile Hx5520-c - All All All

Hardware Lenovo Thinkagile Hx5521 - All All All

Hardware Lenovo Thinkagile Hx5521-c - All All All

Hardware Lenovo Thinkagile Hx7520 - All All All
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Hardware Lenovo Thinkagile Hx7520 - All All All

Hardware Lenovo Thinkagile Hx7521 - All All All

Hardware Lenovo Thinkagile Hx7820 - All All All

Hardware Lenovo Thinkagile Hx7821 - All All All

Hardware Lenovo Thinkagile Mx1021 - All All All

Hardware Lenovo Thinkagile Vx2320 - All All All

Hardware Lenovo Thinkagile Vx3320 - All All All

Hardware Lenovo Thinkagile Vx3520-g - All All All

Hardware Lenovo Thinkagile Vx5520 - All All All

Hardware Lenovo Thinkagile Vx7320 N - All All All

Hardware Lenovo Thinkagile Vx7520 - All All All

Hardware Lenovo Thinkagile Vx7520 N - All All All

Hardware Lenovo Thinkstation P920 - All All All

Hardware Lenovo Thinksystem Sd650 - All All All

Hardware Lenovo Thinksystem Se350 - All All All

Hardware Lenovo Thinksystem Sn550 - All All All

Hardware Lenovo Thinksystem Sn850 - All All All

Hardware Lenovo Thinksystem Sr530 - All All All

Hardware Lenovo Thinksystem Sr550 - All All All

Hardware Lenovo Thinksystem Sr570 - All All All

Hardware Lenovo Thinksystem Sr590 - All All All

Hardware Lenovo Thinksystem Sr630 - All All All

Hardware Lenovo Thinksystem Sr645 - All All All

Hardware Lenovo Thinksystem Sr650 - All All All

Hardware Lenovo Thinksystem Sr665 - All All All

Hardware Lenovo Thinksystem Sr850 - All All All

Hardware Lenovo Thinksystem Sr850 2.0 All All All

Hardware Lenovo Thinksystem Sr860 - All All All

Hardware Lenovo Thinksystem Sr860 2.0 All All All

Hardware Lenovo Thinksystem Sr950 - All All All

Hardware Lenovo Thinksystem St550 - All All All

Application Lenovo Xclarity Controller All All All All
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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site. This site includes MITRE data granted under the following license.
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